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PRIVACY POLICY

1. DATA CONTROLLER

The Data Controller is U-Hopper S.r.l., via Merano 10, Malè (TN), e-mail:
giulia.tosato@u-hopper.com

Any request concerning your rights (access/update/rectification/erasure etc.) must be
addressed to such email.

2. TYPES OF DATA COLLECTED, PURPOSES AND LEGAL BASIS

The data processed are exclusively those necessary for allowing the participation of the
applicant in the Open Call. No special categories of data will be processed.

Purpose: evaluate the proposal submitted and perform the subgrant agreement.

Legal basis: processing is necessary for the performance of a contract to which the data
subject is party or in order to take steps at the request of the data subject prior to entering
into a contract.

3. DATA PROCESSING ARRANGEMENTS

Data is processed at the Controller's operating offices and in any other places where the
parties involved in the processing are located, using manual and electronic means. For
further information please contact us.

The controller takes appropriate security measures to prevent unauthorized access,
disclosure, modification, or unauthorized destruction of data.

Data processing is carried out using computers and/or IT enabled tools, following
organizational procedures and modes strictly related to the purposes indicated. In some
cases, data may be accessible to certain types of persons in charge, involved with the
operation or external parties (such as evaluators, third-party technical service providers, mail
carriers, hosting providers, IT companies, communications agencies) appointed, if necessary,
as Data Processors by the Data Controller.

It is possible that some of our suppliers, appointed as data processors, are based outside the
EU. In this case, the transfer is carried out in compliance with the law by means of standard
contractual clauses and after an accurate assessment.

In order to have the list of data processors please send an email to our email contacts.
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4. TIME-LIMITS FOR STORING THE DATA

Your Personal Data will be stored only for the time necessary for processing purposes and,
anyway, for a maximum of one year after the end of the Open Call.

The Controller may be obliged to retain Personal Data for a longer period whenever required
to do so for the performance of a legal obligation or upon order of an authority.

Once the retention period expires, Personal Data will be deleted. Therefore, the right to
access, the right to erasure, the right to rectification and the right to data portability cannot be
enforced after expiration of the retention period.

5. RIGHT TO OBJECT

It is always possible to object at any time to data processing according to art. 21 EU Reg.
2016/679, sending a request to the mail address indicated at point 1.

6. DATA SUBJECTS’ RIGHTS PURSUANT TO ARTT. 15, 16, 17, 18,
20, 21, 22 AND 77 OF THE EU REGULATION 2016/679

Data Subject shall have the right to lodge a complaint with a supervisory authority. Data
Subject shall have the following rights:

ARTICLE 15 - RIGHT OF ACCESS BY THE DATA SUBJECT

The data subject shall have the right to obtain from the controller confirmation as to whether
or not personal data concerning him or her are being processed, and, where that is the case,
access to the personal data.

ARTICLE 16 - RIGHT TO RECTIFICATION

The data subject shall have the right to obtain from the controller without undue delay the
rectification of inaccurate personal data concerning him or her. Taking into account the
purposes of the processing, the data subject shall have the right to have incomplete personal
data completed, including by means of providing a supplementary statement.

ARTICLE 17 - RIGHT TO ERASURE (‘RIGHT TO BE FORGOTTEN')

The data subject shall have the right to obtain from the controller the erasure of personal
data concerning him or her without undue delay and the controller shall have the obligation to
erase personal data without undue delay.

ARTICLE 18 - RIGHT TO RESTRICTION OF PROCESSING
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The data subject shall have the right to obtain from the controller restriction of processing
where one of the

(a) the accuracy of the personal data is contested by the data subject, for a period enabling
the controller to verify the accuracy of the personal data;

(b) the processing is unlawful and the data subject opposes the erasure of the personal data
and requests the restriction of their use instead;

(c) the controller no longer needs the personal data for the purposes of the processing, but
they are required by the data subject for the establishment, exercise or defence of legal
claims;

(d) the data subject has objected to processing pursuant to Article 21(1) pending the
verification whether the legitimate grounds of the controller override those of the data subject.

ARTICLE 20 - RIGHT TO DATA PORTABILITY

The data subject shall have the right to receive the personal data concerning him or her,
which he or she has provided to a controller, in a structured, commonly used and
machine-readable format and have the right to transmit those data to another controller
without hindrance from the controller to which the personal data have been provided.

In exercising his or her right to data portability pursuant to paragraph 1, the data subject shall
have the right to have the personal data transmitted directly from one controller to another,
where technically feasible.

ARTICLE 21- RIGHT TO OBJECT

The data subject shall have the right to object, on grounds relating to his or her particular
situation, at any time to processing of personal data concerning him or her which is based on
point (e) or (f) of Article 6(1), including profiling based on those provisions.

ARTICLE 22 - AUTOMATED INDIVIDUAL DECISION-MAKING, INCLUDING PROFILING

1. The data subject shall have the right not to be subject to a decision based solely on
automated processing, including profiling, which produces legal effects concerning him or her
or similarly significantly affects him or her.

ARTICLE 77 - RIGHT TO LODGE A COMPLAINT WITH A SUPERVISORY AUTHORITY

1. Without prejudice to any other administrative or judicial remedy, every data subject shall
have the right to lodge a complaint with a supervisory authority, in particular in the Member
State of his or her habitual residence, place of work or place of the alleged infringement if the
data subject considers that the processing of personal data relating to him or her infringes
this Regulation.
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2. The supervisory authority with which the complaint has been lodged shall inform the
complainant on the progress and the outcome of the complaint including the possibility of a
judicial remedy pursuant to Article 78.

7. INFORMATION NOT CONTAINED IN THIS POLICY

More details concerning the collection or processing of Personal Data may be requested to
the Controller at any time. Please see the contact information at the beginning of this
document.

8. CHANGES TO THIS PRIVACY POLICY

The Controller reserves the right to make changes to this privacy policy at any time by giving
notice via any contact information available to the Controller.
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